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1. Introduction 

1.1 Overview 
This document presents the Standard Operating Procedure for managing BRICS 
system event, access logging, and audit trails.  The intended audience for this 
procedure includes the groups/individuals listed below: 

• NINDS DIR Clinical Informatics Development Team 

• CIT OIR ISL BIRSS Development Team 

NINDS also developed the Application Security Auditing SOP to satisfy the NIST 800-53 
security control requirement(s) stated below: 

• AU-1, Audit and Accountability Policy and Procedures 

• AU-2, Auditable Events 

• AU-3, Content of Audit Records  

• AU-4, Audit Storage Capacity  

• AU-5, Audit Processing  

• AU-6, Audit Monitoring, Analysis and Reporting  

• AU-7, Audit Reduction and Report Generation 

• AU-8, Time Stamps 

• AU-9, Protection of Audit Information  

• AU-10, Non-repudiation 

• AU-11, Audit Retention  

1.2 Purpose 
This Standard Operating Procedure documents the standards that are in place to meet 
FDA regulations for system logs of the BRICS and its associated systems such as 
CiSTAR, CASA, and ProFoRMS at NINDS, CIT and CNRM.  

1.3 Scope 
This Standard Operating Procedure applies to system logs of custom applications that 
are 21 CFR Part 11 compliant.   
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1.4 Roles and Responsibilities 
The following table defines the roles and responsibilities and also serves as the list of 
points of contact for issues and concerns relating to the BRICS system logs. 
 

Name Title Responsibility 

Clinical Trial Unit NINDS DIR CTU NINDS Governance committee 
for approvals 

Steering Committee Informatics Core CNRM Governance committee 
for approvals 

Yang Fann 
BRICS Co-Director 
NINDS IT Director 

Authorizing Official to operate 
Approve requirements 

Matthew McAuliffe 
BRICS Co-Director 
CIT BIRSS Chief 

Approve requirements 

Dominic Nathan Informatics Core 
Director Manage the project 

Leonie Misquitta Sr Scientific Advisor Provide scientific consulting 

Tsega Gebremichael Sr Software Engineer Provide technical guidance 

Change Control Board Subject Matter Experts 
Manage and approve change 
requests and system 
enhancements  

Business, Product owner, 
Instance Program 
Manager 

Key Stakeholders 
Review and validate 
requirements and work 
products  

NINDS/CIT Clinical 
Informatics Development 
team 

Software Engineer 

Responsible for understanding 
and following the scrum 
development processes 
outlined in this document. 

1.5 Definitions 
The following definition may assist in understanding this SOP. 

• HIPAA – Health Insurance Portability and Accountability Act of 1996 

• BRICS – Biomedical Research Informatics Computing System 



NINDS DIR ITBP  IT-SOP 
BRICS System Access Logs   Version 1.0 

INTERNAL USE ONLY 5 Updated: 1/31/2019 

• CiSTAR – Clinical Informatics System for Trials and Research  

• CASA – Collection Access Sharing Analytics Platform 

• CNRM – Center for Neuroscience and Regenerative Medicine 

1.6 Key Words 
The following key terms are used in this SOP. 

• Access logs 

• Audit trails 

2. Application Logs 
In some cases, many NINDS applications generate their own log files, while others use 
the logging capabilities of the OS on which they are installed.  Applications vary 
significantly in the types of information that they log.  The following lists some of the 
most commonly logged types of information and the potential benefits of each.  There is 
a baseline security logging solution that has been created by the NINDS Application 
Development team to be used by all NINDS applications to address security 
requirements.  These are applications defined with Federal Information Processing 
Standards (FIPS) 199 impact levels as low, medium, or high. 

• Client requests and server responses, which can be very helpful in 
reconstructing sequences of events and determining their apparent outcome.  If 
the application logs successful user authentications, it is usually possible to 
determine which user made each request.  Some applications can perform highly 
detailed logging, such as email servers recording the sender, recipients, subject 
name, and attachment names for each email; Web servers recording each URL 
requested and the type of response provided by the server; and business 
applications recording which financial records were accessed by each user.  This 
information can be used to identify or investigate incidents and to monitor 
application usage for compliance and auditing purposes.  

• Account information such as successful and failed authentication attempts, 
account changes (e.g., account creation and deletion; account privilege 
assignment), and use of privileges.  In addition to identifying security events such 
as brute force password guessing and escalation of privileges, it can be used to 
identify who has used the application and when each person has used it.  



NINDS DIR ITBP  IT-SOP 
BRICS System Access Logs   Version 1.0 

INTERNAL USE ONLY 6 Updated: 1/31/2019 

• Usage information such as the number of transactions occurring in a certain 
period (e.g., minute, hour) and the size of transactions (e.g., email message size, 
file transfer size).  This can be useful for certain types of security monitoring 
(e.g., a ten-fold increase in email activity might indicate a new email-borne 
malware threat; an unusually large outbound email message might indicate 
inappropriate release of information).  

• Significant operational actions such as application startup and shutdown, 
application failures, and major application configuration changes.  This can be 
used to identify security compromises and operational failures.  

2.1 Application Security Logging  
Baseline application security for applications classified as Low, Medium, High impact 
levels.  Currently there is no application classified with a High impact level at NINDS 
DIR ITBP.  NINDS applications use the following approaches to capture key events to 
monitor and identify security issues.  

Implementation: 

1. Functional Requirement – Users Logs 

  
  

The Account Management is for creating, approving, and managing user 
accounts, including management of access controls, roles, permissions groups,    



NINDS DIR ITBP  IT-SOP 
BRICS System Access Logs   Version 1.0 

INTERNAL USE ONLY 7 Updated: 1/31/2019 

and authorization to other BRICS modules.  The Users Logs track the user 
name, full name, email addression, session status, time logging in and out. 
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2. System Tracking Framework – NINDS applications use the standard error tags 
to collect important application activities and to allow the team to monitor and 
react to events as well as to be used in investigation of unexpected or 
unauthorized activity.  

 

System tracking includes: 

a. Activity information logging after a user passes NIH login screen. 

 

b. Logging Application Exception when exceptions are triggered. 

c. Login security policy enforcement with NIH Login. 
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d. Appscan Security Issues reports 

 

Reports are reviewed by the security team and by the application team before 
production deployments.  

 

3. Supporting Infrastructure Logging and Monitoring – System level logging 
and monitoring is critical for providing a multi-level security framework.  The 
following are external controls that are in place to complete NINDS’s application 
security framework. 

• Monitoring of server and services that host the application – Key 
monitors are in place to make sure the environment supporting each 
application is up and working properly.  Issues are flagged and addressed by 
the Network Operations Team.  

• Website log files – All application sites have log files enabled to capture 
information about application connections and page visits. 

• Databases in full recovery mode – All NINDS application databases are 
placed into full recovery mode to collect information at the database 
transaction level.  The transactional data can be used to replay transactions 
and restore the database to a specific point in time for data-related security 
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investigations.  Database backup and transaction logs are kept for a minimum 
of 90 days.  

• Database Monitoring – All application databases are monitored to alert on 
key events such failed database logins, disk space, and performance issues 
that may indicate unusual activity.  

• Website monitoring – Used to confirm if the site is up and accessible. 

*All logs will be kept for a minimum of 30 days and for most purposes will continue to be 
logged well after 30 days in a central repository before handing off to the SOC for 
further archiving.  

3. System Access Logs 

All servers maintain system logs in the /var/log directory and this directory is only 
viewable by the system admins.  The logs are archived every week and kept for a 
minimum of one month.  In addition, the admins can see who is logged in at any given 
time and a history of all successful or unsuccessful logins.   

Below is the process for the system admins to manage the details about these log files: 

1) System admin logins to the server(s) using secure Two-factor Authentication 
(2FA). 

2) The Admin sudo’s as the root user (that requires 2FA). 
3) Admin user views the /var/log/secure file using a text editor and navigates to the bottom 

of the file for the most recent date. 
4) The system logs capture the following information:   

a) Username 
b) IP address for source machine 
c) Login method  
d) Time log In - (Date and time) 
e) Time log Out- (Date and time) 

3.1 Operating System Logging  
There are certain security-level event auditing items that are done outside of the 
application to meet basic security needs.  Operating systems (OS) for servers, 
workstations, and networking devices (e.g., routers, switches) usually log a variety of 
information related to security.  The most common types of security-related OS data are 
as follows:  
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• System Events.  System events are operational actions performed by OS 
components, such as shutting down the system or starting a service.  Typically, 
failed events and the most significant successful events are logged, but many 
OSs permit administrators to specify which types of events will be logged.  The 
details logged for each event also vary widely; each event is usually 
timestamped, and other supporting information could include event, status, and 
error codes; service name; and user or system account associated with an event.  

• Audit Records.  Audit records contain security event information such as 
successful and failed authentication attempts, file accesses, security policy 
changes, account changes (e.g., account creation and deletion, account privilege 
assignment), and use of privileges.  OSs typically permit system administrators to 
specify which types of events should be audited and whether successful and/or 
failed attempts to perform certain actions should be logged.  OS logs might also 
contain information from security software and other applications running on the 
system.   

• Section Baseline security logging – provides more information on application 
log data. 

• Detailed responses to SOC’s security recommendations. 

4. Records Management 
All data and/or records generated during this procedure are stored in the NINDS 
SharePoint-based Document Library. 

5. Review/Revision History 

Date Author/Reviewer Description of Change 

02/28/2019 Gladys Wang Document Creation 
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