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CHAPTER 2 - ACCOUNT MANAGEMENT

he Account Management module provides tools for managing individual user accounts,
profiles, privileges, roles, and passwords. The module also provides access to the Order
Management tool that is designed to help researchers create and/or manage BioSample
orders.

2.1 OBJECTIVE
This chapter provides information for users on how to:

% Account Management:
e View My Profile
e Edit My Profile
e Change Password
¢ Upload Documentation

¢ Request Additional Privileges
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2.2 MODULE NAVIGATION
The Account Administration tools (including study administration) are available within the Account
Management module.

To access the Account Management module, perform the following actions:

1. Log in to the system.
2. Navigate to the Workspace landing page.

ft Home  Workspace  ProFoRMS  SubjectManagement  DataDictionary  DataRepository — Query  MetaStudy  AccountManagement  Forum

Menu M Workspace

Workspace v

Modules: Building Blocks for the Research Life Cycle

Module Overview

There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
b-b: d ind tools that support data definition, data contribution, and data access throughout the research life cycle.

O

ProFoRMS Subject Data Dictionary Data Repository
Management
Query Meta Study Account Forum
Management
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3. Click the Account Management module icon.

% Home Workspace ProFoRMS Subject Management Data Dictionary Data Repository Query Meta Study Account Management Forum

Menu ] Workspace

Workspace ~

Modules: Building Blocks for the Research Life Cycle

Module Overview
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable t0ols that support data definition, data contribution, and data access throughout the research life cycie:

O

ProFoRMS Subject Data Dictionary Data Repository
Management
Query Meta Study Account Forum
Management

4. Click the Account Management menu using the left side menu to navigate through the sub-menus.
With the Account Privileges available to all users, the following is displayed::

Menu and Filters

Account Management

My Profile

Change Password

Request Additional Privileges

Request Account Renewal

Things to Note:
ICON KEY "7 Use the left side menu to navigate through the module.

Notes
"7 Important

Information
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2.3 ACCOUNT MANAGEMENT
The Account Management module houses the following features:

3

o9

View My Profile
Edit My Profile
Change Password

X3

A5

7
X4

D)

7
X4

D)

Upload Documentation

X/
X4

L)

Request Additional Privileges

All BRICS users have access to the Account Management module; however, your role determines what you
can and cannot do within the module.

2.3.1 View My Profile
When logged into the system, a user may access the My Profile page at any time.

To display My Profile, perform the following actions:

1. Open the Account Management module.
2. The My Profile page will display, see photo on following page.
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> F | T B I R Welcome Alexander | Log Out
NFOANA w N

ft Home  Workspace  ProFoRMS  SubjectManagement Data Dictionary

DataRepository ~ Query ~ MetaStudy  AccountManagement  Forum

Menu & Account Management

Account Management

My Profile
My Profile

Username: - Account Status: Active =
Change Password

First Name: Alexander Street Line 1:

Request Additional Privileges ~ [REVTRRVNN Street Line 2:

Request Account Renewal Last Name: City:-
E-Mail: Country: United States of America
Affiliated Institution: N Postal Code:
Phone Number: state:
NIH Federal Identity: None Specified Phone:

Account Privileges

PRIVILEGE STATUS 4 EXPIRATION DATE 4

Account Active No Expiration Date
Data Dictionary Active 2025-12-31
Data Repository Active 2025-12-31
Forum Active 2023-10-29
Meta Study Active 2025-12-31
ProFoRMS Active 2025-12-31
Query Active 2025-12-31
Subject Management Active 2025-12-31

Showing 1 to 8 of 8 entries

Permission Group

Search: v‘
PRIVILEGE STATUS ¢

No data avallable in table

Showing 0 10 0 of 0 entries

Existing Files
dd | [ Dowmioad Al S
FILE NAME § FILETYPE \TE SUBMITTED ~ § EXPIRATIONDATE § STATUS §

EITBIR_Submission_Request.pdf Account Documentation Change File Type 2021-09-10 Delete
Showing 1t 1 of 1 entries.

Electronic Signatures

FILE NAME COMPLETE DATE/TIME

aburnett_esig_2021-09-10.pdf 2021-09-10 14:14

Showing 110 1 of 1 entries

Administrative File Templates

Search: v‘
FILE TEMPLATE PRIVILEGES ASSOCIATED 4 REQUIRED FOR ANNUAL RENEWAL ¢

Biographical Sketch z‘eﬁ:/\)red for Data Access Users (Data Dictionary, Data Repository, Query Tool, Meta Vor

Data Access Request

Required for Data Access Users (Data Dictionary, Data Repository, Query Tool, Meta Von
St

Submission Privileges are given until end of study's period of
Data Submission Request  Required for Data Submission Users (Data Dictionary, Data Repository, GUID, ProFoRMS)  performance. Please contact the Operations team if privilege
extension required.

Showing 1 to 3 of 3 entries

Account Action History

This is a record of any action taken by the user or System Please contact EITBIR: Lnih.gov with any questions.
ACTION TYPE 4 COMMENT DATEMADE §
Password reset requested by System Admin Password reset requested by Admin 2023-06-20
Password reset by Bumett, Alexander Password reset 20230221

Profile information edited by System Admin Wil i :“z@s;:agr\g‘id Cemjatimei i @ematconyty 2023.02-21

Password reset requested by Burnett, Alexander Password reset requested by User 2022-10-25
Query expiration date was changed from 2022-08-10 to 2025-12-31 Meta Study

S R— SR S I S B s
expiration date was changed from... more.

Account request approved by System Admin FOPs Team member 20210810

Account requested by Bumett, Alexander FITBIR Ops Non-admin account 2021-08-10

Showing 1 to 7 of 7 entries
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2.3.2 Edit My Profile
When logged into the system, a user’s account profile can be changed using the Edit My Profile option.

To edit your profile, perform the following actions:

1. Log in to the system.
2. Navigate to the Account Management module.
3. Click on the Edit My Profile Icon to display the Edit My Profile page.

M Home Workspace ProFoRMS Subject Management Data Dictionary Data Repository Query Meta Study Account Management Forum

My Profile
Change Password

Request Additional Privileges

Request Account Renewsl

Menu =

Account Management ~

My Profile

Username:
First Name:
Middie Name:
Last Name:
E-Mail:

Affiliated Institution:

Phone Number:

NIH Federal Identity:

‘ Account Management

Account Status: Active = | e—
Street Line 1:

Street Line 2:

City:

Country: ned States of America

Postal Code:

State:

Phone:
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4. Enter the profile information you wish to edit including any contact information. Then click
the Update Profile button to update your profile.

F|TB|B < Wielcome Alexander | Lag Out

 Home Workspace ProFoRMS Subject Management Data Dictionary Account Management Forum

Data Repository  Query  Meta Study

Menu = ‘ Account Management

nt Management ity Profiie > Edit My Profie

My Profile

Edit My Profile

Please provide your preferred contact information:

Aditional Priviloges

Username aburmet
Request Account Ronewnl
NiH Federal identity :
First Name * : Aexander
Middle Name =
Last Name * : Burnatt
E-Mail * ;
Affillated Institution” : NIH
Street Line 1 :
Street Line 2 :
Gty *:
Country * 1 Linited States of America ™
Postal Code " ;
State " w
Office Phone * :
Cell Phone Number ;
Cell Phone Service Provider : . Saject One - -
Briefly describe why you are | FITRIR Ops Mon-admin aceaunt
requesting access to the
system. Explain how you
intend to use the system and
your intentions for data

submission andior data
access * :

ﬁ UPDATE PROFILE | S
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2.3.3 Change Password

When logged into the system, a uset’s account password can be changed using the Change Password
link on the left side menu. This may be performed at any time to enhance security as necessary or
for any other personal reason you would like to change your password.

To change your password, perform the following actions:
1. Log in to the system.

2. Navigate to the Account Management module.
3. Click on the Change Password link in the left navigation.

 Home Workspace ProFoRMS Subject Management Data Dictionary

Data Repository Query

Meta Study Account Management

Menu A & Account Management

Account Management .
My Profile
My Profile

Username:— - — - Account Status: Active =
Change Password
First Name:——— Alexander Street Line 1:

Request Additional Privileges Middle Name:——— Street Line 2:-

Request Account Renewal Last Name: Bumnett City:———

E-Mail: Country:— - United States of America
Affiliated Institution: ——— NIH Postal Code:-

Phone Number:————————— State:

NIH Federal Identity:————— None Specified Phone: e
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4. Select the Change Password tab.

a. The New Password textbox expands to display the password creation standards
that must be followed when choosing a new password.

5. Enter your Current Password, New Password, and Confirm Password in the text
boxes to confirm your new password.

6. Click the Change Password button.
NOTE: The password change takes effect immediately and must be used when logging
into BRICS again.

ProFoRMS Account Management

t Home Query

Meta Study

Workspace Subject Management Data Dictionary Data Repository

Menu A #& Account Management

Account Management
Change Password

My Profile
To change your password, please enter your current password, then select a new password

Change Password

Current Password * : I l

Request Additional Privileges

New Password *: [ | ]

Request Account Renewal
Case sensitive. 8-14 alpha/numeric characters. Must contain at least 3
different kinds of characters: Capital Letter, Lowercase letter, Numbers,
and/or Special character.

Confirm Password * : l

CHANGE PASSWORD

Cancel

7. If you decide to leave your change password screen without submitting a new password
request, click on the Cancel button.

con = Passwords are case sensitive and consist of 8-14 alphanumeric characters

3 Notes including at least 3 of the following different kinds of characters: capital letters, lowercase
7 mmportant  letters, numbers, and/or special characters.
Information

Things to Note:

= Passwords display as dots for security purposes. Make sure to enter your
password carefully.

= Your old password may re-appear in the Password field if you have not cleared
your browset’s cache/history, especially if you had previously opted to save the password
in the field. Make sure you are entering the new password before you attempt to log in. If
unsure, clear the cache/history and log in again with the new password.
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2.3.4 Upload Documentation

To upload documentation, perform the following actions:

1. Log in to the system.

2. Navigate to the Account Management module. The My Profile page will open.

3. Scroll down the My Profile page until you see Existing Files. Click on the Add

button to upload more documentation.

iaq Files
ﬁ “ Download Al
FILE NAME + FILETYPE
EITBIR_Submission_Request,pdf Account Documentation Change File Type

& DATE SUBMITTED

2021-08-10 Delete

Search: w

% EXPIRATION DATE

$ STATUS §

Shawing 1 to 1 of 1 entries

4. Seclect the File Type from the drop-down menu.

Add User File

Please upload your signed administrative documentation to support your request here.

File Type*: |- Select One - v

Account Documentation
Annual Review

[CWBiogra phical Sketch |
Data Access Request

Data Submission Request
Dictionary Documentation

Version :

Expiration Date : [

Other

Study Documentation m UPLOAD
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6. Click on the Browse button to select the documentation from the desired location on
your computer and then click the Upload button to complete the document upload
process.

Add User File >

Please upload your signed administrative documentation to support your request here.

File Type*: [cv/Bicgraphical Sketch ~]
ﬁ Choose File | Mo file chosen

Version :

—
Expiration Date : H Clear

CANCEL UPLOAD

2.3.5 Request Additional Privileges

To request additional privileges, perform the following actions:

1. Log in to the system.
2. Navigate to the Account Management module.
3. Select the Request Additional Privileges in the left navigation bar.

1 Home Workspace ProFoRMS Subject Management Data Dictionary Data Repository Query Meta Study Account Management

Menu B #& Account Management

Account Management  ~ )
My Profile
My Profile

Username: E— - Account Status: Active K
Change Password

First Name:— ————— Alexander Street Line 1:
Request Additional Privileges || BTt e StestLing
Reguest Account Renewal Last Name: Burnett City: —
E-Mail: Country:— —— United States of America

Affiliated Institution:-

Postal Code:

Phone Number:

State:
NIH Federal Identity:—

None Specified Phone:—
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4. Select the desired permission by clicking on the check box beside the specific privilege and then
select Request Privileges.
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Seach »

Mo data gvallable in table

coand toke From Bakrs Paams noi fhaf regueifing peviages equees 30 3Smi ey sppeowsl and i uema casen | wil o sdcfional
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